RezStream, Inc. RezStream Professional Credit Card Processing Manual

REZSTREAM PROFESSIONAL
CREDIT CARD PROCESSING
MANUAL - PPI

January 2011

RezStream www.rezstream.com Page #1
2601 Blake Street, Suite 10 support@rezstream.com 303-872-0220
Denver, Colorado 80205 Last Update: 1/25/2011



RezStream, Inc. RezStream Professional Credit Card Processing Manual

TABLE OF CONTENTS

TABLE OF CON T EN T S i ettt bbbt e bbbt e bbb st bbsbsbsbabsbsenbnee 2
ABOUT THIS MANUAL .. e 3
1. CONTACT INFORMATION . .. e oo 3
2. CONFIGURING REZSTREAM PROFESSIONAL ...ttt ettt 4
3. USER PASSWORDS AND “PCI” LOGGING OF ALL CREDIT CARD PROCESSING
F X O I VA I 1 PO P PP PP PP PRPPPPI 7
4. PROCESSING CREDIT CARD TRANSACTIONS ..ot ettt 11
ADVANCE DEPOSITS ..ottt bbb b 11
HOTEL PRE AUTH ..ottt bbb ra e 14
New Card Presented at Check OUL..............coooiiiiiiiii e 19
e I O Y L] =2 P 19
REFUNDS ...ttt ettt sttt e ettt e e e e e et ettt bt e e e e e et et b b e e e e e e e ettt b b s e e e e e e e eebbaa e e e e e e eenenaanns 21
5. PPI PAYMOVER CONFIGURATION.. ..ot ettt 24
SEARCH FOR CREDIT CARD TRANSACTIONS. ....ctttttttttttetetereeeeeretereeeeeseretererereeererrrerrrerrrrrrrrrrn 25
6. PRINTING CREDIT CARD REPORTS ...t ettt 29
CREDIT CARD PROCESSING — BEST PRACTICES ......ooiiit ottt 34
CREDIT CARD SECURITY AND PCI COMPLIANCE INFORMATION .....ccuviiiiieiiiiiiiieeeeeeeeee 35
ACCESSING SENSITIVE CREDIT CARD DATA oot ettt 36
CREDIT CARD STORAGE METHODS .......ooiiiiiiiiiiiit ettt e e e 37
CREDIT CARD PASSWORD ACCESS .....coiiiitiiiieieee ittt ettt e e e e e e e 37
PROPERLY TRAIN AND MONITOR ADMINISTRATIVE PERSONNEL ..., 37
PCI COMPLAINT REMOTE ACCESS. ... .o e, 37
PCI COMPLIANT WIRELESS NETWORKS .....outiiitiiiiiiit oot 38
NETWORK SEGMENTATION (FIREWALL PROTECTION) ....uuiit tiiiiiiiiiiiiee e 39
MAINTAIN AN INFORMATION SECURITY PROGRAM ...t i, 39
REZSTREAM CONTACT INFORMATION ...cciiiiiiiieeees e 40
RezStream www.rezstream.com Page #2
2601 Blake Street, Suite 10 support@rezstream.com 303-872-0220

Denver, Colorado 80205 Last Update: 1/25/2011



RezStream, Inc. RezStream Professional Credit Card Processing Manual

ABOUT THIS MANUAL

RezStream’s credit card processing interface works with approved third party merchant account
providers to provide unsurpassed convenience in credit card processing. Process credit card
deposits, pre-authorize and post credit amounts (for the lowest rates), or process retail swiped
transactions directly from within RezStream Professional property management software (PMS).
Eliminate costly hardware, save time, money, and protect your valuable data.

This manual will walk you through configuring the credit card gateway and RezStream
Professional PMS in order to begin processing credit card transactions. In addition, the manual
provides step-by-step instructions for recording payments in RezStream Professional and printing
reports to balance credit cards.

Topics included in this manual are:

Contact information

Configuring RezStream Professional

User passwords and PCI logging

Processing credit card transactions

Configuring the credit card gateway

Printing credit card reports

Payment cardholder information (PCI) compliance

NogkrwbrE

1. CONTACT INFORMATION

Who do | contact if | need assistance?

For assistance in obtaining a merchant account or assistance in using a third party merchant
account, gateway configuration issues, credit card statement issues, and credit card batching
issues, call Payment Processing Inc. (PPI), our preferred merchant account provider.
http://www.paypros.com/

Payment Processing Inc. Help Desk: 800-774-6461
Email: support@paypros.com
Support hours: 24/7, 365 days a year.

For assistance on how to activate your approved PPI merchant account with RezStream, call:

RezStream Help Desk: 303-872-0220
Email: support@rezstream.com
Support hours: 8:00AM to 5:00PM, Monday through Fri ~ day, MST.
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2. CONFIGURING REZSTREAM PROFESSIONAL

This section details the necessary steps for configuring RezStream Professional to accept credit
card transactions.

1. Upon approval for credit card processing, Payment Processing, Inc. (PPI) will send your
property an approval letter. Included in this letter are two important pieces of information.
a. Your Store User ID
b. Alink to the token generator

2. In order to generate the token required for configuring RezStream Professional for credit
card transactions, you will be required to have the information included in the approval
letter (step #1 above) and your property’s Store Password. You may have agreed on the
password with your PPI sales representative or you can get it from the PPI installations
representative when you are configuring the payment section.

3. Once you have these three pieces of information described in steps 1 and 2 above (your
Store User ID, the link to the token generator, and your Store Password), open your
Internet browser and enter the link to the token generator. At the token generator page,
enter your property’s Store User ID and Store Password. Click the Logon button to
generate your property’s token.

Account Token Dispenser
To obiain your Account Token please logon below using your Store Uiser ID and Password

Fiaase save the token Sl 10y OU in & secune location

Store User 1D

Store Password

]

l'.'.n:-:'

i you are unabile to find your logon information, please contact Merchant Sendces at 1.-866-268.1503 or suppodipeypeos com

WG oot Token Depanesr &-B i v |k Page = () Tooks =

4. Copy and paste the token to Notepad or any other word processing document.

5. Logon to RezStream Professional and access the credit card processing configuration
fields by clicking Tools > Configure and selecting the CC Processing tab.
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6. Inthe CC Processing tab, select the radio button for Payment Processing (PPI).

IE_ RezStream Professional 2004 - The Cliffhanger |

Filz  Edit

Business

&z

Rezerve Dap

¥
4 Hfou

- account
Letter Design

M

o5 ListEde
T P05 Inventory

o

Reserve Hour
F3

Print Options

Cnlire L ailabilicy

Unit: and Rate Setup
Property Management

Configure RezStream

Data I Users

Selecting don't use will keep the credit card authorization dialog hidden. Once pou have
signed up for an account, you will be given unique configuration infarmation by vaur
account provider. Do not select one of the processing choices until you have your

information.

Dion't use Credit Card processing C

First Mational Processing [ECommerce Exchange) O
First M atioy i @
ment Processing (PP

Account | RezStream Test | Mew| Edit | Delete

Default to Hotel Pre Auth/Post Auth on qualifving transactions

Presz F1 ta check the help file for information on setting up an account

with First National Processing or PPI. Or check our web site
v rezstrean. com for information and links.

Purge Credit Card D ata from D atabase by Date

CC Processing Functionahty] Settings] Hepolts] F\eportsZ]

E9)

I~

Purge &ll Credit Card Data from D atabase

Close

7. Click the New button to configure your account.

I8 Configure RezStream

Business D'ata ] Users

Functionalit_l,l] Settings] Heports]

Selecting don't uze will keep the credit card authorization dialog hidden. Once you have
signed up for an account, vou will be given unique configuration information by your
account provider. Do not zelect one of the proceszing choices until vou have your
account infarmation.

Don't uze Credit Card processing C

Firzt Mational Proceszing [ECommerce Exchange]
First Mational Processing [Merchant Partners]
FPayment Processing [PPI)

om0

Account |F|ezStream Test Vg Mew |) Edit | Delete

Diefault ta Hotel Pre Auth/Past Auth on qualifying tranzactions v

Prezz F1 to check the help file for information on setting up an account
with First M ational Processing or PPL Or check our web site
www.rezstream. com for information and links.

Purge Credit Card D ata from Database by Date

Reports2 ]

Purge All Credit Card Data from Database

Close
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8. Complete the fields in the Edit Gateway Account window.
a. Inthe Description field, enter the name of your property.
b. Inthe Account field, enter your PPl account number. The PPl account number is
included in your PPI approval letter.
c. Inthe Account Token field, copy and paste the token that was generated and
copied in steps 3 and 4 above.

Bu:'\n:l:lu] Useiz X Prooesung leiml :ana':l F‘.qu'h}l

Wirderts g haree areed s b 3 Feetiant setiurd weth Pt Hoatsnal o Hires, pou
i ret oot Ul oa O Precsrictrsg ' Soolectreg darll uie el bonp the suhonsateon
kg hecdders. Saleciineg devnd scxde vl thow the authorsateon daks and connedl 15
Firet: M ataorial vid o imbinireed v ion ard Seoceda a durmmy Barmachon uirg a lest
Bt ol bl Sandl rnbar Bl First Hational wess o chivnerslifion biard b
Dhreom poas biree txgred up kot an account, ywou vl b greon Lnegus Goriegursor
rbarniben by Fest =

v BEZ e S0 o Iiormalon ard Ik

9. Click the Save button.

In order to receive the best possible credit card processing rates, check the box for
Default to Hotel Pre Auth/Post Auth on qualifying transactions.

[A Configure RezStream f'5_<|

Funct\ona\ilﬂ Settings] Hepolts] Heportsﬂ

Business Data 1 Users

Selecting don't use will keep the credit card autharization dislog hidden. Once pou have
signed up for an account, vou wil be given unique configuration information by vaur
account provider. Do not select ane of the processing choices until vou have your
account information

Don't use Credit Card processing O

First Mational Processing [ECommerce Exchangs) O

First Mational Pracessing [Merchant Partners] 0
Payment Processing (PPI) O
Account  |ResStream Test ¥ | Mew | Edt| Delete
Default to Hatel Pre Auth/Post Auth on qualifying transactions v

Press F1 to check The Fiel On seting up an account
with Firgt Mational Processing or PP Or check our web site:
v rezstreamn.com for information and links.

Purge Credit Card Data from Database by Date |

Purge Al Credit Card D ata from D atabase |

Cloge
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RezStream strongly recommends structuring your paym ent schedule so that guest
credit cards are only pre-authorized at check in, w  ith actual payments posted upon

check out. This scenario, utilizing a Lodging cred it card account rate, ensures the

lowest possible credit card processing fees.

If the majority of full payments are taken at your property either in advance of the
guest’s arrival date or at check in, RezStream reco mmends not checking this box.
You will still get the lowest rate possible for the type of transaction you are
attempting (advance deposit, full payment at check-  in), etc. It will just not be as
low a rate as processing using the pre-authorize me  thod.

3. USER PASSWORDS AND PCI LOGGING OF ALL CREDIT CA RD PROCESSING ACTIVITY

New rules went into effect on July 1, 2010 that requires all credit card processing applications to
be PCI (Payment Cardholder Information) compliant. Because of these new required standards,
RezStream now requires its customers to utilize “strong passwords” (7-10 characters, with one
upper case, and one special character) to enter, and navigate, within RezStream Professional
2008.0 and newer. In addition, RezStream Professional users are also required to have unique
user names and passwords. Due to PCI compliance, these passwords must be used every time
a user creates, modifies, or edits any reservation or payment.

Another integral requirement of PCI compliance is the security of all credit card data, ability to
delete credit card numbers, and the logging of all such user behavior. This section will cover how
to create user names, make sure your PCI transaction logging is activated, and how to delete
sensitive credit card information.

Creating User Profiles:

All user profiles are created by the manager or owner of each property.

1. From the top toolbar in RezStream Professional, go to Tools > Configure > Users.
I Configure RezStream D__<|
WrC Processmgl Funcllonallty] Settings: ] Heports] HeportsZ]
Paszwords allow pou ta limit access to various program features and functions based on
an employees responsibilities and need to know.
User Access Levels and Passwords
Emplopes Mame Initials Accesslevel Enabled | =
¥ | Administrator AD Full Access C
Front Desk FO tulti-day Financial Reports ~
K.atie Smith K5 Gift Certificates =
Laurie Rogset LR Full &icoess =
Bill Mitchel Full Access [
Add Mew User Change Password | Remove Account Lockout I
e zign on for every data input v  Required for PCI complian;
lect Sign On Interval | Startup Only -
Cloze
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2. Click on the Add New User tab. All new users will have a default password of “pass.”
When each new user enters RezStream for the first time, they will be asked to change
their password. (See diagrams below.)

3. Under no circumstances should your employees “pool or share” a user profile or
password. Each employee is required by PCI standards to have their own unique user
name and password.

Strong Password Entry

In order ko canmply with credit card storage and Payment Cardholder Information (PCI) compliance, RezStrearn now requires that all passwaords mest
PCI requirements, You will now be asked to enter a new, strong password that must be changed every 90 days,

Enter New Password

| _

Your pazaword haz expired. Enter pour
old pazsword and a new pazsword,
Your new pazsword must be between
¥ and 10 characters. [k mugt contain at
leaszt one capital letker, one lower caze
letter.and one numernic character.
Spaces are not allowed. 'ou will be
prompted o change pour pagswaord
every 30 days.

EEEH

0ld Pazzwaord

Enter new pazsward byice

HEEERRNE

Mew Pazzsword

Mew Pazzsword

xxxxxxx)1

PCI Logging of All Credit Card Activity:

PCI standards require that software applications log all credit card processing activities.
RezStream tracks all times, details, and user information for every data entry within RezStream
Professional. Detailed reports are available within the Reports Screen > Miscellaneous > Log
of Activity area.

WARNING! You should NEVER uncheck the box “Require sign on for every data
input” within the Tools > Configure > Users tab. D  oing so will disable your PCI
compliance requirements. (See diagram below.)

RezStream www.rezstream.com Page #8
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I3 Configure RezStream

Buzinesz Data

Pazswaordz allow pou to limit access to vanous program features and functions based on
an employees responzibilities and need to know.

| Employees Name |m|_al_s_| Accesslevel !_Ep_qlgled P
P | Administrator AD Full Access o
| Front Degk FD kulti-day Financial Reports w
| Katie Smith k5 Gift Certific-ates ca
| Lawrie Rosset LR Full Access o
| Bill Mitchel B Full Access o2

2]

Change Pazsword Remove Account Lockout i

Add Mew User

|pdate Uzer

ire gign on far every data input [  Required for PCl complian

ect Sign On Interval !Startup Oy vi

Cloze I

Purging Credit Card Data:

PCI requirements also stipulate that any application that processes credit cards must have the
ability to purge allowable (encrypted card numbers only) credit card data. RezStream
Professional version 2010.8 and newer has multiple ways to purge allowable credit card data.

1. To delete individual card numbers, card numbers associated with invoices, and all card
numbers for a customer contact, from the top toolbar in RezStream Professional,
navigate to the Contact Data screen > Details tab (located on the right side of screen).

2. Double left-click in the area where credit cards are entered to pick which card you would
like to purge.

3. Click on the X icon to the right of the credit field and enter your PCI required strong
password.

4. Choose the option you wish to delete.

a. Selected card data
b. Invoice card data
c. Contact card data
RezStream WWw.rezstream.com Page #9
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Contact Data Screen Credit Card Details Tab:

1 RezStream Professional 2010 - Lodge at Rock Creek (Test)

ile Edit Search Mavigate Tools ‘Window Help
P = . F o
e X B @SS ) M4 X « D85E Sl
oo e T | [ Contact Invoice History 7/28
AL Lt | | Iree 1 Entered Beqing Endsz Start Unit | Length Total
Address 1 [ 1654| 5/5/2009| 5/5/2009| 5A2/2009) a02KS | 7 $a71
@ Address 2 [ Mail Ok v 1308121742008 9/9/2008| 9/12/2005| 401 KS 4 $2.46
ResewveHou | Citv.SLZp | ol 563 11102005 | 11/10/2005 | 11/12/2006| 40205 | 3 364
=] st T e = 47R| 8/12/2005| 81142005 8/20/2005| 306 0DD 7 $1.43
: [United States of America | 471| BH0/2005] BA0/2005| BA3/2005] 203KS | 4 $831
= Ph Home, 'Work | [ 454| B/8/2005 3 $
& Business Name | 460| 7/13/2005| 7/A19/2005 7/21/2005 204D 3 $59!
Point of Sale || Email Address | Email Ok
F4 | ZndEmail [
| Permit # [
License Plate |
Pazzport |
Customer Nates l Private Maotes l Details ] Contact Log ] Phata l Stats: Fri September 8, 2002 Departs: Mon Sept 18 Length:
Contact Repart Motes [may print with vanous reports) Contact Aadult 2 E-10 2 Packages
g, Chid 0 16 0
Checked Ir: X
O Checked Out: X
C'New Details l Notes] Fayments ] Lineltems] Split Billing ] Direct Biling ] Trave
® Repeat e
YR Payrient Data Confirmation # 1659 ADC
' Other |Visa ﬂ ;
Adult Child
i vender Cwine Card 5 E - i -
wipe Card... || 60 [ =] 15 [ =
Credit Card Data Ch = wive |
11/6/2004 Xgpan —
e ¥] [2008 =
: Letter  |Standard -
Credit Card Hald o

Global Credit Card Purge Options:

Checkedin [T Out [
ﬂ Batch Print [~ Flag [

]
Wehicle Description

| |

Group Assignment

Edit

o ¢ gy

PCI compliance regulations also require that programs that process and store allowable credit
card data (encrypted card numbers only) be purged when the cards are no longer needed for any
existing advance reservation. RezStream STRONGLY recommends that all credit card numbers
be purged within one year (or less) of entry into the program.

The following steps explain how to globally purge credit card data.

1. From the top toolbar in RezStream Professional, go to Tools > Configure >

CC Processing.

2. Choose between one of two options for purging all card data.
a. Purge data by date range. The system automatically defaults to one year ago.
b. Purge ALL credit cards within the system.

Only administrators with a level 10 user clearance

these global credit card data options.

will be able to view and use

RezStream
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I3 Configure RezStream X

Business Data ] Users © CC Processing

l Functiu:unalit_l,l] Settings] Hepu:urtsl Hepnrts2]

Selecting don't uze will keep the credit card authonization dialog hidden. Once you have
zigned up for an account, you will be given unique configuration information by your
account provider. Do not select one of the proceszing choices until you have your
account information,

Don't uze Credit Card proceszing P

First Mational Processing [ECommerce Exchange] O

Firzt Mational Processing [Merchant Partners) C)
Papment Procezzing [FFI) &
Account |HezStream Test j Mew | Edit | Delete |
Default to Hotel Pre Auth/Post Auth on qualifying transactions ~

Press F1 ta check the help file far infarmation an setting up an accaunt
with Firgt M ational Proceszing or PP Or check our web zite
v rezstream.com for information and links.

Purge Credit Card Data fram Databaze by Date

Purge All Credit Card D ata from Databaze

4. PROCESSING CREDIT CARD TRANSACTIONS

There are several types of credit card transactions that can be processed through RezStream
Professional, including:

Advance Deposits
Hotel Pre-Authorization
Retall

Refunds

Steps for processing each type of credit card transaction are detailed in this section.

ADVANCE DEPOSITS

This section describes the process of recording advance deposits in RezStream Professional.
Please note that credit card transactions processed prior to check-in are charged at a higher
credit card processing rate. If possible, RezStream recommends altering your property’s deposit

RezStream www.rezstream.com Page #11
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rules to allow you to follow the Hotel Pre Auth steps described in the following section. If your
property is unable to alter its deposit rules, RezStream recommends obtaining a Retail credit
card processing account. With a Retail account, credit card processing rates will be higher than
when using the Hotel Pre Auth rate described in the following section, but lower than the advance
deposit rate. For additional information, please contact RezStream sales at 866-360-8210.

After making a reservation, the guest's personal information is displayed on the Contact Data
screen. Click the Record Transaction button to take an advance deposit.

An alternative method for taking an advance deposit is to click the Add button in
the Payments tab at the bottom of the screen.

Record Transaction

0 X S # Dhdx v D@5 @R
First, Lasl Hame |M|. :I [30mn [
ZrafistLadt  [Inckie
Addeess 1 B
Addeess: 2 | Masl Ok B
CieStdp  [Charkile | (R ]
Countey. Fax [Tt Stales of Amesca = |
PhHome, 'Work. [TeT-568-0124 | 76T 5B 245
Busiess Hame |
Emal Addess  [bamyi@stockeempenants.com Ernad Dk
rdEmal |
Can laks |
o Boded [ Staily  Tue, Map 02, 2008 Ends: Sal, May 06, 2005
o Licanss [T B 2 Dy Basmreation Towl 58000 Chagesr  3754.74
l Childserr i} Houdy Aeservation Totat 4000 Paid 000
Conitact Mobas | Private Motes | Detsi | Contact Log | Pt | Checked In: P ol Sale Changes Eoilin] Criaz FI5LT4
e Checked Dut: Tax $7414
Conlael Repoit Moles pink vath vamous i2pos Corpact
Cavegony Guest Inda, | Irwiize Motes | Prvate Motes | Travel Agent| Custors Mlote
Dake Padl I I Pay Tupa CC& L Reluin
" Ingui
C Hew
& Repeat
C Busiress
= Other
C vendar
11372005 Edi.. Delete. . Fteassig'\..[

The Payment Information window is displayed. First, use the drop-down field to specify the credit
card type. Then, either enter a payment amount in the payment amount field or select one of the
Quick Amount Selection buttons to choose Full (the total amount due) or Dep 1/Dep 2 (a default
deposit percentage).

RezStream Www.rezstream.com Page #12
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Manually enter any payment amount here.

= Payment Information

Date | 04/26/2006 «
0
The RezStream Demo 34000 l.-Choose credit card type.
[Wisa a [ |
|Johniny Barry =]
Invoices to Display Quick Amount Selection
o Single i
" Contact Al Invoices Eul | Dept | Dep2| Eefund|
Save
LCancel
Full - Total amount due. Dep 1/Dep 2 - A default deposit percentage.

For example, a property may require a 25% deposit
when making a reservation (Dep 1) with the
balance due two weeks prior to arrival (Dep 2).

After specifying a dollar amount or clicking one of the Quick Amount Selection buttons,
click Save.
The Online Credit Card Processing window is displayed along with a popup window prompting

you to swipe a credit card or click Cancel. In the case of advance deposits, the guest is not
normally in front of you with a credit card to swipe. Use the following steps to record an advance

deposit.

1. Click the Cancel button.

e
— Swipe Card [z|

LCancel

2. Enter the card number and four-digit expiration date (mmyy).

Hemeoncad  [iohn Bary
Addiess [S4raw. 2d Averne Charkotte

CodMumdes 2 [ 1101111111111

E spiastaon mimpy W

Pick Pesrvaoass... |

Ak |
Accounl T ICRhsnrager FRisctont _1'_

Chaige Type
+ Fietad Sabe Chasge

| Procast Traraacion Cancel Procasiing
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The red square to the right of the credit card numb  er indicates that the card
was NOT swiped.

3. Click the Process Transaction button. Upon completing the transaction, a Transaction
Successful window is displayed. Click OK.

x|
The transaction was successful
Results:
Approval Code  PPISALE:122:1: 2:5unk arl 82305152007
Responze PPISALE :Successiul transaction: The transaction completed succeszsfully,

Address Werity gtreet and B digit zip both match £ A W atched
Transaction 1D 122

Errar Text

HOTEL PRE AUTH

The Hotel Pre Auth method of authorizing a creditc  ard at check in and then posting the
charge at check out is the recommended way to proce  ss credit card transactions for the
lowest possible rate.

With this method, the guest’s credit card is swiped at check in and the card is authorized for a
specific dollar amount. This “holds” the stated credit amount and makes it available for actual
approval at check out time. However, this charge is not actually posted to the guest’s credit card
until check out.

Earlier in Section 2. Configuring RezStream Profes  sional, the system was

configured to “Default to Hotel Pre Auth/Post Auth on qualifying transactions.”
RezStream www.rezstream.com Page #14
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R Configure RezStream E

Business Data] Uzers | ; Functionalit_l,l] Settings] Hepolts] Heports2|

Selecting don't use will keep the credit card authorization dialog hidden. Once pou have
zigned up for an account, vou will be given unique configuration information by wour
account provider. Do nat select one of the processing choices untl pou hawve your

account information.

Dot use Credit Card processing

First Mational Proceszing [ECommerce Exchange)
First M ational Processing [Merchant Partners)
Payrient Pracessing (PP

Account | FezStream Test

=
=] New| Edit | Delets

C
0

Frezs F1 to check The Felp

wiww. rezstreann.com for information and links.

Default to Hotel Pre Auth/Post Auth on qualifying transactions v

of zethng up an account
with First M atiohal Processing or PP Or check our web site

Furge Credit Card Data from Databaze by Date |

Purge All Credit Card Data from Database |

Cloze

Use the following steps for processing a Hotel Pre Auth transaction.

1. From the Daily screen, right-click a reservation and select Check In/Out.

m&-ntact Data

hew Reservation CErl+M
Edit Feservation CZtrl+E
Edit Irvvoice

Mowe Reseryation

Reassign to Contact, ..

Delete Reseryation 4D

Color Flag

= anaTy] Crl+T
Force Recalculation
Print Letter

Prink Ireecice

Prink Reqgistration

2. Enter a checkmark in the Record Transaction checkbox and click OK.

RezStream
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ov Fecord Trangaction

[~ Print Invoice
v Record Time
v Check Out

' Carncel |

3. The Payment Information window is displayed. Here, use the Quick Amount Selection
buttons or enter a dollar amount in the payment amount field. Whatever amount is
specified in the payment amount field is the amount authorized on the guest’s credit card.
Many times, this amount may include not only room charges but also a percentage in
addition to room charges in anticipation of incidental charges.

At some properties, the pre-authorized dollar amount
may be higher than the room charge in anticipation
of the guest adding incidental charges to their folio.

HChoose credit card type.

Wisa

| Bin By =]
~ Irrvaicas to Display — -+~ Buick Amourt Sekclion -
= £ G [
 Cortact A lroicas Ful | Dep1| Dep2| Refund| |
Change dus back. $78.77 [ g% Canced |

4. After clicking the Save button in the Payment Information window, swipe the guest’s
credit card.

= Paymer = Online Credit Card Processing |z|

M arme o card Brian Baxley

Address 4434 Prane Road E licatt

Amount

Account

Invaices to

* Single Charge Type
H Befund

" Contac i~ Retal Sale Charge J__I
H & Hotel Pre &uth Sty I
H Change du Process Tranzaction I Cancel Processing I Cance! |
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The box next to the card number turns green indicating that you have swiped the card. In
addition, because the transaction is being processed on the guest’s arrival date, the Hotel
Pre Auth Charge Type is available. Hotel Pre Auth is the default RezStream Professional

Charge Type and should not be changed.

Mame on card |Brian Baxley

=" Online Credit Card Processing @

Address |4434 . Pratie Road Ellicott
Zip code o912

Card Number £ [4111111111111111 | |
Ewpirationmmyy (0603 ~ Swipe Card..
CWW Secuitycode|  Pick Previous...
Arnount |

Account

| The Ciffhanges Resort |
Charge Type
(™~ Retai Sale Chage

+ Hotel Pre futh

[ Process Transaction |  Cancel Processing |

6. Click the Process Transaction button. Once the charge is successfully processed, a
message similar to the one below is displayed. Click OK to complete the Pre Auth.

Transaction Successful

Approval Code
Rezponze

Address Verify
Tranzaction [0

Errar Text

The transaction was successful

Results:
FPRIAUTH:120:1:2.7:5unk arl 82257222007

FPPRIAUTH: Successful ranzaction: The transaction completed successfully.

street and 5 digit zip bath match /£ CW b atched
120

X

7. The authorized charge is posted to the guest’s credit card at check out. To check the
guest out, right-click the reservation on the Daily screen and select Check In/Out. In the
Check Out window, be sure the option for Record Transaction is selected and click the

OK button.

Check Out

I Editinvoice

[ Prirt Invoice
[ Fecord Time
[v Check DOut

v Record Tranzaction

l Canicel

&)
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8. The Payment Amount window is displayed. Click the Full button to display the total
balance due. With the Visa credit card type chosen, click the Save button.

=

= Payment Information

[57523) |

Viza -
Brian Ba:-d?gf E
Ibwoices to Display——————————————— — Quick Amount Selection
i+ Single = Group
i~ Contact Al lrvoices Eul er1| Dep2| Eefundl
L Save )

Change due back Cancel |

9. The Swipe Card window is displayed. Because the card was swiped at check in, click the
Cancel button.

[ b

— Swipe Card |z|

: <
[ Cancel )

If the guest’s credit card is swiped at check in,i  t does not need to be swiped again
at check out.

10. The option for Post Hotel Pre Auth Charges is selected by default in RezStream
Professional. Click the Process Transaction button to post the guest charges.

®

=

=" Online Credit Card Processing

Mameoncard  [Bjian Badey
Address {4434 W Pratie Road Elicott

£ip code [a0mz

Cad Mumber  E (4111111111111 [ |

Expirstion mmgy  [0609 Swipe Card... |
OV Secuiycode[  Pick Previous... |
Account |'I'I'-aL‘.H’Ihui;mFIamt j

Chaige Type
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11. The charge is posted to the guest’s credit card and a message is displayed indicating that
the transaction was successfully processed. Click OK to complete the transaction.

Transaction Successful |

The transaction was successiul
Results:
Approval Code  PPICAPTURE:120:1:2.1:Sunkd ar1 82258502007
Responze PPICAPTURE:Successful transaction: The transaction completed successfully.
Address Wenfy  Auth Capture - A4%5 not used
Tranzaction D 120

Error Text

NEW CARD PRESENTED AT CHECK OQUT

From time to time, a guest may ask to check out with a card that was NOT presented at
check in. In this scenario, a payment can be recorded for the amount due using a
Charge Type of “Retail Sale Charge.”

In this scenario, the credit card processing rate will be slightly higher than a Hotel Pre
Auth charge. Due to the higher rate, RezStream recommends asking the guest at check
in to provide the card they plan to use for final payment at check out.

RETAIL CHARGES

Retail charges, including full payment at check in, boat rentals, gift shop sales, horseback rides,
and jeep tours (just to name a few), can be processed through the credit card interface. Use the
following steps to process a retail charge.

1. From the Contact Data screen, choose either:

A. The Record Transaction button.

Record Transaction
anox SR # IDhix « D838 @0
First, Last Name s =] [Lawa [Ctark Contact Invoice History 0/0
e i Ll | ‘ Ire # | Entered Begins Ends Start Unit | Length Total Paid Confirmatian ;‘
Address 1 123w 15t fwvenue]
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B. The Add button on the Payments tab.

Guest Info, | Invoice Motes | Private Notes | Travel Agent | Custom Noteshg

Date Paid to I Pay Type CCH CC Retum First Deposit

20 Vs
Diue

Amounk

Second Deposit
Diue
= I Amounk

L

Edt. | Delete. | Reassign. |

2. The Payment Information window is displayed. In the payment amount field, enter the
dollar amount for the retail sale and click the Save button.

Enter the dollar amount for the retail sale.

-
= Payment Information

0442772006 -

.
Viza bl
Laura Clark. E
Ihwoices to Display—————————— [~ Quick Amount Selection
f* Single {~ Group
" Contact Al Invoices Eul I er‘ll Dep2| Eefundl

T
_Cancel|

LCancel

3. The Swipe Card window is displayed. For the lowest possible credit card processing
rate, swipe the credit card being used for the retail sale. If the card is not available for
swiping, press the Cancel button and enter the card manually in step #4.

[ A

— Swipe Card |X|

LCancel
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4. The Online Credit Card Processing window is displayed. Set the Charge Type to Retail
Sale Charge and click Process Transaction.

"

=" Online Credit Card Processing FE

Mame oncard  [Lsuis Claik,
Addess [123W 12t Ave. Bzpen
2ip code BIESD

Cadbumber = [@177777117117717 @1

Espistonmryy  [0608 | Swipe Cad..

OW Secupoode| Pk Provous. |

Amount |

Aot [The Ciinanges Fresot -]
Charge Ty

* Retal 54 Chaigs

" Hoted Fte Auth

E:Elmﬂmmacliaa Cancel Fiocessng |

-

Green box indicates the card was swiped.

5. The Transaction Successful message is displayed. Click OK to complete the Retail

ch

Transaction Successful

Approval Code

Rezponze

arge.

x|

The transaction was successful

Results:

Address Wenfy  Card Swiped - A%S not uzed

Tramwgaction D 121

Erar Text

PPISALE:121:1:2.09:Sunkarl 82300332007

PPISALE:Successful trangaction: The tranzaction completed successiully,

REFUNDS

RezStream Professional added the ability to do “ind

not require a previous transaction reference) in ve
full refunds, partial refunds, and the ability to refund payments originally processed through the

RezStream Booking Engine. Simply type a minus symbol before the amount you wish to refund
in the payment dialogue screen and select the card you wish to refund to in the actual payment

window.

ependent refunds” (refunds that do

rsion 2008.3.0. This new feature allows
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RezStream customers using a version older than 2008.3.0 must follow the instructions below for
processing refunds. Payments processed through the credit card interface cannot be deleted
from the Contact Data screen. If a credit card transaction is highlighted in the Payments tab and

the Delete button is pressed, the following message is displayed.

Guest Info. | Invoice Maotes | Private Motes | Travel Agent | Custom Mates
[Date Paid to [ny Pay Type CCH# CC Return -
248/ AR L el Temerea=l

FUIIZTZ006 $E5TE Wisa w0289 47102944 %

-

Add...

Edit... | Feaszign...

Paprments

First Deposit

[ue 02418/06 Z
Armount (150

Second Deposit

Due 02/05/06 ﬁ
Amount 150

[

Credit Card Processing Payment

Y

processing payrment.,

Credit card processing payments cannot be deleted. You will need to enter an offsetting transaction to remaove a credit card

Use the following steps to refund a payment processed through the credit card interface.

1. From the Payments tab on the Contact Data screen, click Add.

I Guest Info. T |mvoice NntesT Frivate Nntce[ Tlavel.ﬁgcm[ Custorn Mate

Date Paid to Inv | Pay Tupe cch | CC Aeturn
2/8/2006  $150.00 Visa w439 45708234
4727/2006 $B5.75 Viza o289 47102944

Delete.. | Reassign...

First Deposit
Due Im i‘
Amont [150 E
Second Deposit
Due Im ﬁ’]
| Amowt [150 ]
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2. In the payment amount field, enter the refunded amount and click the Save button.

-
=i Payment Information

)

Invoices to Dizplay—————————— ~ Quick Amount Selection

* Single  Group
"~ Cortact Al lnvaices

Ful | Dep1| Dep2| Refund]

q Save :
LCancel |

Be sure to either select the “Refund” button to pro cess a full refund or use a minus
symbol before any dollar amount that is manually en tered.

3. The Choose Transaction to Credit window is displayed. Highlight the transaction that
is being refunded and press the Process Credit button.

Choose Transaction to Credit

'ou muzt pick the transaction that you wish to credit. The amount that pou are crediting cannot be greater than the transachion
picked. Y'ou cannot credit a card that hazs not been previously charged.

Fayment Date Card Mumber .t'-\mnunt Tranzaction 1D

04,427 #2006 289 75 AWSSALE:018844:611 3020006854 36:5539 n 16547102
034112008 HHHHD439 -5.EIEI 010009359 60701 32601 90: 295757 2527 ":B00: 45705234
03411 /2006 w1439 5.00 AWSSALE009355:607071 32501 90: 2957572515500 457 02

=
Cancel |

4, A message is displayed indicating that the refund was successfully processed. Click
OK to complete the refund.

x
The transaction was successful
Results:

Approval Code  PPIVOID:121:7::Sunbdar1 823:02:032007

Rezponze PRIVOID: Succeszsful transaction: The tranzaction complated successtully,
Address Verify

Tranzaction D 121

Error Text
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5. CONFIGURING THE CREDIT CARD GATEWAY (PPI PAYMOV ER CONFIGURATION)

Once your property’s Merchant Application and Agreement form is processed, you will receive an
approval notification email that includes credit card gateway login instructions, and your Merchant
Support Center (MSC) User ID. A sample approval notification email is displayed below.

Dear Bill,
Congratulations, you are now configured and ready o start using the Paymover Fayment Gateway. Please print out and keep a copy
of this ewail in & secure place as it contains iwportant details required to access your account.

Tou will regquire the following ID's to access the various PPI tools you have recuested.

M3C UserID / Store UserID: gle51509

*MERCHANT SUPPORT CENTER (M3C)*
To log on to the Merchant Support Center (MSC) please click on the following link:

https://etools. paygateway. con/ ibm msc/ paradatai0

You will regquire your MSC UserID == noted above and the password you agreed on with your sales agent. Please remember this
password is case sensitive.

For an introduction to the Merchant Support Center (MSC) please wiew the Quick Start Guide at the following link:

hoep:/fuww. paradata. cowd tech/quickstare/mae_ibm, pdf

Click the link in the email (https://etools.paygateway.com/ibm_msc/...) to access the online
Merchant Support Center. Here, enter your User ID, password and click the Logon button.

2 PPI PayMover Merchant Support Centre - Centre d'Assistance au Marchand PPl PayMover - Microsoft Internet Explorer

File Edit W“iew Favorites Tools Help

" . i 3
- | 5 ) = i L - - by
@ Back > \ﬂ lELI | Search 1. Favorites {? = .*’i

Address @ https: ffetools . paygateway . com/fibm_mscfparadata3i

“‘. PPI pgyMoverw Reporting Tools RecurPay BatchPay Merchant Support | FAQs
I
& '61 Merchant Support Centre
‘?"H Centre d'Assistance au Marchand

UserID ||

Password

(Logon I

Be sure to save your Account ID and Password. You will need this information
each time you logon to the Online Merchant Support Center.

RezStream www.rezstream.com Page #24
2601 Blake Street, Suite 10 support@rezstream.com 303-872-0220
Denver, Colorado 80205 Last Update: 1/25/2011



RezStream, Inc. RezStream Professional Credit Card Processing Manual

Once your password is changed, the Online Merchant Support Center home page is displayed.

Your gateway will be fully configured and active. If you have any questions on how to use your
new online gateway, or to change any gateway settings contact Payment Processing at:

Payment Processing Inc. Help Desk: 800-774-6461
Email: support@paypros.com
Support hours: 24/7, 365 days a year.

TRANSACTIONS

To search for credit card transactions, click the Batch Search link on the main navigation toolbar
on the left-hand side of the Online Merchant Support Center page.

2A PP1 PayMaver Merchant Support Centre - Centre diissistance au Marchand PRI PayMover - Microsoft Internet Explorer

Fle FEdt View Favortes Tools Help o
Qe - @ - [¥] B €0 POz Fpravortes ) - - 3
Address ] httpss/fetools. paygateway comfibm_msc/paradataad v B ks
'“'] PPI ngM[)Uerw Reporting Tools RecurPay BatchPay Merchant Support | FAQs
Home & Merchant Support Centre
= Centre d'Assistance au Marchand
Extended Searches ‘ <

Advanced Order Search | YVEICOMe to IBM WebSphere Commerce Payments, Version 3.1

Payment Processing @
Approve As a Supendsor, you can perform these payment processing functions:

Deposit

Settle Settle - submit batches of payments and refunds for processing

Order Search « Approve - select one or more orders far approval or sale
q Batch Searc] » Deposit- select one or more orders for deposit
Y « Order Search - find one or more orders
» Batch Search - find ane or more batches
Logoff gle51509 » Reports - view daily batch totals
To begin using WebSphere Commerce Payments, select a link on the left
For help while using ¥ebSphere Commerce Payments, click the ? inthe upper right corner
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The Batch Search page is displayed. Transactions can be found using a variety of fields,
including:

Merchant

Batch Number

State

Status

Payment Type

Date Range (Batch Open Date or Batch Close Date)
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A combination of search criteria can be entered, for example, a merchant and a batch open date.
After entering the search criteria, click the Search button.

The Batch Search Results page is displayed. Batches with matching search criteria are
displayed.

To view batch information, including batch details, click the Batch number.
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The Batch Summary screen is displayed.

Click the Batch Details button to view individual transactions.

For further information on a specific transaction, click on the payment number.
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Credit card settlement time (“Batch Time”) can only be changed by contacting
Payment Processing Inc. Please call 866-268-1503 f or basic online gateway setup
and reporting issues. RezStream recommends setting your daily settlement time
to approximately 11:30 PM (local time).  With a setting prior to midnight, credit card
transactions will be batched the same day they were processed.

6. PRINTING CREDIT CARD REPORTS

Credit card processing reports can be printed from both RezStream Professional and the

Online Merchant Center. In order to be sure there are no discrepancies between the two
systems, RezStream recommends printing daily activity reports from both systems and balancing
the two reports prior to sending the credit card batch from the gateway each night.
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Use the following steps to balance the two systems.

1. From RezStream Professional, click the Reports F7 button on the main left-hand toolbar.

2. In the Payments folder, highlight the CC Processing report and click the Print button.
With the Print Preview checkbox selected, the report is first displayed to the screen.

3. Click today in the Report Dates dialog window. The Start and End dates default to the
current date. Click the OK button.
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4, The report is displayed to the screen. The “Invoice #/Auth Code” field will display the
actual approval number for each successful credit card transaction. If necessary, you

may compare this number to open batches, or settled batches, displayed in the Online
Merchant Center.

5. To compare RezStream Professional credit card processing reports to your online

gateway, logon to the Online Merchant Center (link provided in your activation email from
PPI).

6. From the main left-hand navigation bar click the Reports link.
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7. Click the Daily Batch Totals to view a summary of settled transactions based on a
selected day.
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8. Enter a transaction date and a merchant, if necessary. Click the Search button.

9. A summary of the day’s transactions is displayed to the screen.

10. Prior to sending the credit card batch, the transaction total from the RezStream
Professional report should match the transaction total from the Online Merchant Center
report. If discrepancies exist between the two systems, please contact either:

A. Payment Processing Inc. Support: 800-774-6461 (24/7, 365 days a year)
B. RezStream Support: 303-872-0220 (8AM to 5PM, Monday through Friday, MST)
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CREDIT CARD PROCESSING — BEST PRACTICES

In this section, RezStream will address some commonly asked credit card processing questions.

1.

What type of credit card processing account should | obtain?

Transactions processed under a lodging account are eligible for the lowest credit card
processing rates.

What is a lodging credit card merchant account?

Lodging accounts offer the lowest credit card processing rates because they are
compliant with VISA and MasterCard credit card processing guidelines. In order to get
the lowest rate, you must pre-authorize a guest’s credit card at check in by swiping the
card and using the Pre-Auth feature within RezStream Professional. You must then use
the Post feature within RezStream Professional at check out. You may take advanced
deposit payments, and other types of payments, with a lodging account, but the credit
card rates are always a bit higher for these types of payments. Lodging accounts are
best for properties that want the absolute lowest rates and are willing to follow these
guidelines to get the lowest rates.

If I have a lodging accountam | guaranteed the lowest credit card processing rate?

No. The mere possession of a lodging account does NOT guarantee the lowest credit
card processing rate. In order to guarantee the lowest rate, transactions must be
processed using the Hotel Pre-Auth and Post methods described on page 14 of this
manual.

What if my business requires partial or full paymen t prior to check in?

If you must collect a partial or full payment prior to check in, your property will still want to
use a lodging credit card processing account. For example, if you take a one-night
deposit in advance, but take the remainder of the payment at check out, you can still get
lower rates on the final payment by using the Hotel Pre-Auth and Post option.

What if my property records all payments prior to t he guest’s arrival and utilizes a
lodging account ?

In this scenario, your property will pay slightly higher credit card rates. However, the new
PPI gateway is unique in that it supports all credit card “interchange rates” ensuring that
you will get the lowest rate for each type transaction you run.
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6. What happens to the guest’s credit card when my pro perty uses the Hotel Pre-Auth
method?

During pre-authorization, a portion of the guest’s credit limit is reserved to cover the
expenses that will be incurred at your property. Although the guest’s credit card is not
charged until check out, the pre-authorized amount cannot be used elsewhere and can
affect the guest’s ability to use their credit card on another transaction.

For example, if the guest’s credit card limit is $500 (with a $0 balance) and your property
pre-authorizes $350, the guest’s credit card would be declined if another purchase
exceeding $150 is attempted.

7. When my front desk clerks are pre-authorizing a cre  dit card, is it possible to
authorize it for more that the room rate in ordert o cover incidental charges?

Yes. However, the PPI gateway will do “on the fly” adjustments, of additional customer
spending, after the original pre-authorization is done at check-in. This means that if the
client owes more at check out than the original pre-authorized amount, the PPI gateway
will adjust what is owed and give you the lowest rate on the total amount owed.

8. When does the pre-authorization disappear from the guest’s credit card?
The pre-authorized amount disappears from the guest’s credit card when the amount

becomes a real charge posted at check out, or typically, one week after the pre-
authorization.

CREDIT CARD SECURITY AND PCI COMPLIANCE INFORMATION

The payment card industry (PCI) has developed security standards for handling cardholder credit
card information in a published standard called the PCI data security standard (DSS). These
security requirements apply to all members, merchants, and service providers that store, process
or transmit cardholder data.

So what does this mean to the average hospitality business? Banks, credit card processing
gateways, software developers and even hospitality businesses must be PCI compliant. In fact,
any business that processes credit cards is required to become PCI compliant. There are several
levels of compliance depending on the number of credit card transactions a business processes
per year. The good news is that it is relatively easy for hospitality businesses to get this type of
certification.

How do hospitality businesses become PCI compliant? Here’s a partial to do list to get
you started:

Use a validated software program and validated credit card gateway.

Make sure you process all credit card payments on computers designated for business
use only.

You must maintain a basic firewall installation.

Do not use default Windows passwords such as “password” to log into any computer.
You must have anti-virus software installed on all computers and set to always scan.

If you use a wireless network, you must also ensure that it is secure and encrypted.
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In addition to these items, there are a few more requirements. You are also required to join a PCI
compliance program that allows you to run security scans on your network. As part of this
process, you will fill out a questionnaire that assesses your level of compliance before you can
officially become PCI compliant.

When you sign up for RezStream’s credit card proces  sing module, you may enter into the
PCI compliance program through RezStream’s partners  hip with Payment Processing Inc.
This service allows access to online scan services, all questionnaires, and any other
assistance you need in becoming PCI certified. Cal |866-360-8210 for more information.

All businesses must go through the PCI program, self test, submit to third party on-site testing (if
required), and apply to be granted PCI compliance. The deadline for all businesses to be PCI
compliant is July 1, 2010.

While PCI compliance may not be glamorous, it is critical to obtain with hackers and identity
thieves out there who would like nothing more than to steal a few thousand of your customer’s
credit card numbers, and other private information, for their own personal gain.

The following areas must also be considered for proper implementation in a PCI compliant
environment.

Properly train and monitor admin personnel

PCI compliant wireless settings

Data transport encryption

PCI compliant use of email

ACCESSING SENSITIVE CREDIT CARD DATA

Hospitality businesses are allowed to store credit card numbers and expiration dates for future
use. However, all credit card numbers must be deleted after one year of storage. Itis also
recommended that you delete any card that you do not have a compelling reason to retain.
(Need to retain for an advance booking payment)

It is never permissible to store credit card swiped data or security codes (the three and four digit
numbers on the back of credit cards). Although you are allowed to store numbers, there are
certain requirements to follow such as strong credit card encryption.

RezStream includes the following credit card number storage protections within RezStream
Professional and the RezStream Booking Engine:

RezStream does not store swiped data from any credit card.

RezStream uses SSL (secure socket layer) and strong encryption when transferring
online credit card numbers.

RezStream does not store security codes or transfer security codes.

RezStream enforces “strong passwords” to access the system and any related credit
card processing features. Passwords are automatically reset every 90 days. All strong
passwords must be 7-10 characters and contain one upper case character, and at least
one special character (number or unique character)

RezStream does not display full card numbers (Primary Account Numbers PAN) on
invoices, in letters, etc.

Full credit card numbers cannot be viewed without entering a user name and password.
RezStream logs all cc processing related activities.

RezStream provides mechanisms to delete individual credit card numbers and also
aggregate credit card data.
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CREDIT CARD STORAGE METHODS

RezStream Professional and the RezStream Booking Engine do not store any magnetic stripe
data, card validation codes, or PIN blocks. All credit card numbers stored within RezStream
Professional are encrypted with 256-bit strong encryption and the entire credit card number is
only displayed when a merchant has an impending need to use the credit card number and uses
a password to access this data.

CREDIT CARD PASSWORD ACCESS

The PCI standard requires the following password complexity for compliance (often referred to as
using “strong passwords”):

Passwords must be at least 7-10 characters
Passwords must include both upper case, lower case, numeric and alphabetic characters
Passwords must be changed at least every 90 days

PCI user account requirements beyond uniqueness and password complexity are listed below:

If an incorrect password is provided 5 times the account should be locked out
Account lock out duration should be at least 30 mins. (or until an administrator resets it)
Do not use group, shared, or generic user accounts

These same account and password criteria must also be applied to any applications or databases
included in payment processing to be PCI compliant.

PROPERLY TRAIN AND MONITOR ADMINISTRATIVE PERSONNEL

It is your responsibility to institute proper personnel management techniques for allowing admin
user access to credit cards, site data, etc. You can control whether each individual admin user
can see credit cards (or only last 4 digits).

In most systems, security breach is the result of unethical personnel. Pay special attention to
whom you trust into your admin site and who you allow to view full decrypted payment
information.

PCI COMPLAINT REMOTE ACCESS

The PCI standard requires that if employees, administrators, or vendors are granted remote
access to the payment processing environment; access should be authenticated using a two-
factor authentication mechanism (username/ password and an additional authentication item
such as a token or certificate).
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If users and hosts within the payment application environment may need to use third-party remote
access software such as Remote Desktop (RDP)/Terminal Server, pcAnywhere, etc. to access
other hosts within the payment processing environment, special care must be taken.

In order to be compliant, every such session must be encrypted with at least 128-bit encryption
(in addition to satisfying the requirement for two-factor authentication required for users
connecting from outside the payment processing environment). For RDP/Terminal Services this
means using the high encryption setting on the server, and for pcAnywhere it means using
symmetric or public key options for encryption. Additionally, the PCI user account and password
requirements will apply to these access methods as well.

When requesting support from a vendor, reseller, or integrator, customers are advised to take the
following precautions:

Change default settings (such as usernames and passwords) on remote access software
Allow connections only from specific IP and/or MAC addresses

Use strong passwords for logins

Enable encrypted data transmission

Enable account lockouts after a certain number of failed login attempts

Require that remote access take place over a VPN as opposed to allowing connections
directly from the Internet

Enable logging for auditing purposes

Revoke access as soon as the support task is completed

PCI COMPLIANT WIRELESS NETWORKS

The PCI standard requires the encryption of cardholder data transmitted over wireless
connections. The following items identify the PCI standard requirements for wireless connectivity
to the payment environment:

Firewall/port filtering services should be placed between wireless access points and the
payment application environment with rules restricting access
Use of appropriate encryption mechanisms such as VPN, SSL/TPS at 128 bit, WEP at
128 bit, and/or WPA
If WEP is used the following additional requirements must be met:
o Another encryption methodology must be used to protect cardholder data
o If automated WEP key rotation is implemented key change should occur every
ten to thirty minutes
o If automated key change is not used, keys should be manually changed at least
quarterly and when key personnel leave the organization
Vendor supplied defaults (administrator username/password, SSID, and SNMP
community values) should be changed
Access point should restrict access to known authorized devices (using MAC Address
filtering)

If you install Payment Application into a wireless environment, use compliant wireless settings,
per PCI Data Security Standard 1.3.9, 2.1.1 and 4.1.1:

1.3.9 Installing personal firewall software on any mobile and employee-owned computers with
direct connectivity to the Internet (for example, laptops used by employees), which are used to
access the organization’s network.
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2.1.1 For wireless environments, change wireless vendor defaults, including but not limited to,
wired equivalent privacy (WEP) keys, default service set identifier (SSID), passwords, and SNMP
community strings. Disable SSID broadcasts. Enable WiFi protected access (WPA and WPA2)
technology for encryption and authentication when WPA-capable.

4.1.1 For wireless networks transmitting cardholder data, encrypt the transmissions by

using WiFi protected access (WPA or WPA2) technology, IPSEC VPN, or SSL/TLS.

Never rely exclusively on wired equivalent privacy (WEP) to protect confidentiality and

access to a wireless LAN. If WEP is used, do the following:

Use with a minimum 104-bit encryption key and 24 bit-initialization value

Use ONLY in conjunction with WiFi protected access (WPA or WPA2) technology,
VPN, or SSL/TLS

Rotate shared WEP keys quarterly (or automatically if the technology permits)
Rotate shared WEP keys whenever there are changes in personnel with access to
keys

Restrict access based on media access code (MAC) address

NETWORK SEGMENTATION (FIREWALL PROTECTION)

The PCI standard requires that firewall services be used (with NAT or PAT) to segment network
segments into logical security domains based on the environmental needs for Internet access.
Traditionally, this corresponds to the creation of at least a DMZ and a trusted network segment
where only authorized, business-justified traffic from the DMZ is allowed to connect to the trusted
segment. No direct incoming Internet traffic to the trusted application environment can be
allowed. Additionally, outbound Internet access from the trusted segment must be limited to
required and justified ports and services.

MAINTAIN AN INFORMATION SECURITY PROGRAM

In addition to the preceding security recommendations, a comprehensive approach to assessing
and maintaining the security compliance of the payment application environment is necessary to
protect the organization and sensitive cardholder data.

The following is a very basic plan every merchant/service provider should adopt in developing
and implementing a security policy and program:

Read the PCI compliance requirements in full and perform a security gap analysis.
Identify any gaps between existing practices in your organization and those outlined by
the PCI requirements.

Once the gaps are identified, determine the steps to close the gaps and protect
cardholder data. Changes could mean adding new technologies to shore up firewall and
perimeter controls, or increasing the logging and archiving procedures associated with
transaction data.

Create an action plan for on-going compliance and assessment.

Implement, monitor and maintain the plan. Compliance is not a one-time event.
Regardless of merchant or service provider level, all entities should complete annual self-
assessments using the PCI Self Assessment Questionnaire.

Call in outside experts as needed.

There is no such thing as partial PCI compliance.
There are many businesses that mistakenly think they will be compliant if they simply do the
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things on the PCI compliance list. Doing these things does not make a business PCI compliant.
You must also go through the PCI program, self test, submit to third party on-site testing, and
apply and be granted for PCI compliance.

Who do | contact to become PCI compliant?

You should contact your merchant account provider regarding PCI compliance. Most merchant
account providers have PCI compliance programs and can help you complete the process. In
addition, when you sign up for RezStream'’s PPI credit card processing module, you may also
enter into the PCI compliance program through RezStream’s preferred partnership with Payment
Processing, Inc. (PPI) The cost is $300 per year and entitles you to 24/7 technical help in
becoming PCI compliant. This service also allows access to online scan services, all
guestionnaires, and any other assistance you need in becoming PCI certified. Call 866-360-8210
for more information. Or call the Payment Processing, Inc. help desk at: 800-774-6461

Payment Processing Inc. Help Desk: 800-774-6461
Email: support@paypros.com
Support hours: 24/7, 365 days a year.

REZSTREAM CONTACT INFORMATION

For additional information on any of the topics contained in this manual, please contact:

RezStream Help Desk: 303-872-0220
Email: support@rezstream.com
Support hours: 8:00AM to 5:00PM, Monday through Fri ~ day, MST.

Please contact RezStream sales at 866-360-8210 for information on RezStream add-on modules,
including:

RezStream Booking Engine
RezStream SystemLink
Credit Card Processing

Normal business hours are 8AM to 5PM, Monday through Friday, MST.

RezStream

2601 Blake Street, Suite 10
Denver, Colorado 80205
support@rezstream.com
sales@rezstream.com
WWW.rezstream.com
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